Debian / PVE How to reset forgotten root password

I didn’t log into it for months. That was time to decommission this test machine but | wanted to
check what was left on this PVE instance. Yes, | have to admit it. | completely forgot the
password of the root account on this machine.

I was wondering if there was a way to recover it or reset it ! Because PVE is based on a Debian

linux distribution, yes, there is a way to reset the root password and get access to your machine.
This post will be really easy. Follow me !

Modifying the Boot Loader

Note : This should be working on all version of PVE. I'm demonstrating the process with PVE
2.0 where the boot loader is “Grub”

You do not need to have any special tools or liveCD. In order to reset the password admin on the
PVE machine, you will need to boot it and modify the boot loader so we will be booting in
command prompt mode where you will be able to issue your reset password command.

Step 1 — Boot your PVE machine. In the boot menu screen, you select your boot option and
instead of pressing enter to proceed, you simply press “e¢”” on your keyboard.
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This will bring you to screen where you can edit the boot configuration file and modify the way
the system will boot.
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At this stage, simply press CTRL + x to boot

Step 3 — Mount the filesystem

The system will boot in console mode. You will see something like this.

Loading, please wait...
Mount: mounting nmone on sdev failed: Ho
U: devtmpfs not awvailable,
=d 2:8:8:8:

[=dal Assuming
=d 2:8:8:8: [=dal Assuming
=d 2:8:8:8: [=dal Assuming
sbinssh: can’t access tty;
#

your system.

such
falling back
drive cache:
drive cache:
drive cache:

device

to tmpfs for ~dewv
write through
write through
write through

Jjob control turned off

At the command line, you will have to type the following command: mount -o remount rw /

Loading, please wait...

Mount: mounting none on Adev failed: Ho

H: devtmpfs not available,
sd 2:8:8:8: [sdal AssumMing
sd 2:8:8:8: [sdal AssumMing
sd 2:8:8:8: [sdal AssumMing

such
falling back
drive cache:
drive cache:
drive cache:

device

to tmpfs for “dev
Write through
Write through
Write through

/binssh: can’t access tty; job control turned off

# rount -o remount ruw /_

Step 4 — Reset the password for the root account.

We are almost done. In order to reset the password, you will have to digit the command passwd.
You will be asked to enter your new password and confirm it.

Loading, please wait...

HMount: HMounting none on ~dev failed: Mo such device
falling back to tmpfs for ~dew

H: devtrpfs not available,
sd 2:8:8:8: [sdal AssumMing
sd 2:8:8:8: [sdal AssumMing
sd 2:8:8:8: [sdal AssumMing
#hinssh: can’'t access tty;

# mount -o remount rW -

# paszswd
Enter new UHIX password:
Retype new UHIX password:

drive cache: wWrite
drive cache: wWrite
drive cache: wWrite

job control turned

passwd: passWword updated successfully

#

through
through
through
off



When it’s done, simply reboot your system and try to login using the newly resetted password.
You should be able to login into your PVE system.

Final Notes

You might want to document this procedure in case you lose your password for the root account.
The PVE 2.0 has a role based model administration that should help you minimize annoyance of
loosing password. I’'m assuming that with the role based models, organization will define more
than one full administrative account in order to have a secondary account that could be used to
recover or access the system in case of problem with the root account.



